Observability before
and after Service Mesh




Agenda

Microservices and the fallacies of distributed computing
Observability

> Logs, traces and metrics

> How have we been solving this so far?
Service Mesh

> Data and Control plane

|stio

> Control plane components
Demo



About us!

| am Matheus Moraes

Software Engineer b sensedia

Java, NoSQL and Microservices enthusiast
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| am Tiago Angelo

Software Engineerb sensedia

microservices
containers and service mesh

Java
Go
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Fallacies of distributed computing

> The network is reliable

> Latencyis zero

> Bandwidthis infinite

> The network is secure

> Topology doesn't change

> Thereis one administrator

> Transport cost is zero

> The network is homogeneous
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What is causing it?

Root Cause & Forensics

Where exactly is my problem?

Cross-Service Debug &
Performance Optimization

Do | have a problem?

Dashboarding,
Trending & Problem
Detection
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MetricName | Timestamp Rate

D sample  Error
Labels Value Duration

reviews_http_requests_total{env="prod"method="POST"code="200"type="infr2"}647.0 R
reviews_http_requests_total{env="prod"method="POST"code="400"type="infra"}74.0 E
products_searches_category_total{env="prod"category="BOOK"type="business"} 152.0

ratings_http_request_seconds_count{env="prod"type="infra"}77.0

D

ratings_http_request_seconds_sum{env="prod" type="infra"} 34.



Prometheus
& G rafa na GET /metrics
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e Beautiful Visualizations: Scrapping; Reviews
e Alerts. Storage;
Service Discovery;

Alerts;
Dashboards. GET /metrics Ratings




Prometheus

O Enable query history

Load me: 218ms
rate(istio_requests_total{destination_service_name="ratings",source_workload="reviews-v2", reporter="destination"}(60s]) sy

Totaltime series: 1
Execute istio_request_duration_s¢ ¢
Graph Console

= | 5m + 4 | Until » O stacked

Istio Workload Dashboard - 0 Refresh e

applicatio

WORKLOAD: ratings-v1.application

gs" destination_service_namespace="application",destination_version="v1",destination_workload="ratings-v1",destination_workioad_namespace="applic

Remove Graph
Incoming Request Volume Incoming Success Rate (non-5xx responses) Request Duration

0.4 ops 100%

TCP Server Traffic TCP Client Traffic

N/A N/A

INBOUND WORKLOADS

Incoming Requests by Source And Response Code Incoming Success Rate (non-5xx responses) By Source

Incoming Request Duration by Source Incoming Request Size By Source Response Size By Source




Spring Actuator & Micrometer

Just by adding the Spring We automatically gain
dependency: production ready endpoints:

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-actuator</artifactId>

o

/actuator/health

</dependency> .
<dependency> © /aCtU atO F/I I’ﬂcO
<groupId>io.micrometer</groupId> N
<artifactId>micrometer-registry-prometheus</artifactId> ° /aCtuator/metHCS
USRI ° /actuator/trace
> [factuator/promethe
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Where exactly is my problem?
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The Distributed Tracing System

Find performance issues quickly
through a graphical view

Jaeger Ul _ Search Compare Dependencies About Jaeger

|st|o-|ngressgateway productpage.application.svc.cluster.local:9080/ %
productpage ¢

Trace Timeline v

Trace Start September 30, 2019 11:24 PM  Duration 37.43ms  Services§ Depth 6 Total Spans 8

Oms 9.36ms 18.72ms 28.07ms 37.43ms
e
Service & Operation v >¥>» Oms 9.36ms 18.72ms 28.07ms

v | istio-ingressgateway productpage application.sve.cluster.iocal:9080/pr

v | productpage.application productpage application.sve cluster local:90

v | productpage.application details. application. sve cluster local:- 9080/ O

| details.application detais appiication sve ciuster local-9080" [

v | productpage.application rev

s.applicatior

v | reviews.application reviews appiication sve cluster local 90807

v I reviews.application ratings.application.svc.cluster.iocal:9080/* 4 O

ratings.application ratings.application.svc clusterlocal:90...



Spring Cloud Sleuth

Just by adding the Spring We automatically gain:
dependency:

o

<dependency> trace and span instrumenta
<groupId>org.springframework.cloud</groupId>
<artifactId>spring-cloud-starter-zipkin</artifactId>

</dependency>

o

logging;

send traces to the distri
tracing system.

o
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Logs

Who
What
When
Where
Why

INFO
DEBUG
WARNING
ERROR




[INFO][2019-10-10 00:51:48][ded4c1lb@4-9cal][c.s.domain.service.ProductService] - finding product
details by id 140708

[WARN][2019-10-10 00:52:02][ded4cl1b®4-9cal][c.s.domain.service.ProductService] - product details
non-cached, calling details service

[ERROR][2019-10-10 00:52:03][ded4cl1b®4-9cal][c.s.domain.service.ProductService] - error when

calling /details/140708
org.springframework.web.server.ResponseStatusException: 404 NOT_FOUND




Where analyze the logs?

Requests

---------------------------------

Reviews-v1

L. 0.0,

.
.b




Log aggregator

E Product page

Details

LB

Ratings

Aggregation

NN AN A




But... What's wrong with that?

<
Java
container

Requests product page

Discovery

Load-balancer

S
—

Java

container

reviews

Discovery

Load-balancer

S
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Java

container

ratings

Discovery

Load-balancer

Metrics
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What can we do with it?

East/West Traffic Control
Service Discovery
Routing

Security

o Observability

O O O O




How?

Data Plane
East-West Traffic

Control
Plane Service Mesh Control Plane I II
a4 hi | i

$>_

CLI/ API

!




An implementation
of a service mesh:

ISTIO




CO m pO n e nts: @ Service A @ Service B

HTTP/1.1, HTTP/2,
gRPC or TCP -

with or without

- Data-Plane or v
O Proxy > Proxy
> Envoy Proxy . "
o /
Wi Policy checks, 7 ’
“—‘~\\telemetr!,———"’
> Control-Plane v
> Pilot o \ .
pter = - ‘ Mixer == P Adapter
> Galley =
. ; . A ” . A -
- Citadel e TEay e
] I ey

o Mixer ! |
l\ Pilot 4= Ak Galley ‘\ Citadel

Control Plane




Envoy

Requests @
A
Product )
page
Ingress

istio.io/docs/examples/bookinfo


https://istio.io/docs/examples/bookinfo/

Demo time! &

https://voutu.be/6u) 3hw8GnA



https://youtu.be/6uJ_3hw8GnA

It's NOT JUST about observability



Thanks!

Any questions?

You can find us at;:

u mfariam u kurtisangelo
I Imatheusfm I Iangelokurtis
m matheusfm m tiagoangelo

angelokurtis/ecp-mesh-infrastructure

angelokurtis/istio-bookinfo



https://twitter.com/mfariam/
https://github.com/matheusfm
https://www.linkedin.com/in/matheusfm/
https://twitter.com/mfariam/
https://github.com/matheusfm
https://www.linkedin.com/in/matheusfm/
https://twitter.com/kurtisangelo/
https://github.com/angelokurtis
https://www.linkedin.com/in/tiagoangelo/
https://twitter.com/kurtisangelo/
https://github.com/angelokurtis
https://www.linkedin.com/in/tiagoangelo/
https://github.com/angelokurtis/gcp-mesh-infrastructure
https://github.com/angelokurtis/istio-bookinfo

